
11010 Lake Grove Blvd, Ste 100-307  Morrisville, NC  27560  Phone: 919.463.0999  Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2015 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

PostgreSQL Administration

PostgreSQL Administration

Version 4.1.2 (07/15/2015) [CG]

Page 1 of 273



11010 Lake Grove Blvd, Ste 100-307  Morrisville, NC  27560  Phone: 919.463.0999  Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2015 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

PostgreSQL Administration

Table of Contents
Introduction...........................................................................6

What this course is about....................................................7
Installing & Configuring PostgreSQL.........................................8

Pre-installation Tasks...........................................................9
Downloading & Installing PostgreSQL Packages..................10

Red Hat based distributions...........................................11
Debian based distributions.............................................13
Initializing PostgreSQL Clusters......................................14

Debian-Based Distribution Notes........................................15
RHEL-based Distribution Notes.......................................17
Common Management Commands.................................19

Configuring PostgreSQL to Start on Boot............................20
Managing Server Configuration with ALTER SYSTEM............21
Configuring PostgreSQL for Network Access........................22
Controlling Client Access....................................................24
Exercises..........................................................................29

Configuring Secure Access Using OpenSSL.............................32
OpenSSL Benefits..............................................................33
Enabling SSL.....................................................................34
Issuing Certificates............................................................35

Configuring the postmaster For SSL...................................38
Exercises..........................................................................40

Using the psql Client.............................................................42
Connecting to PostgreSQL.................................................43
psql Meta-Commands........................................................49
Psql Internal Variables.......................................................56
Exercises..........................................................................59

Creating & Managing Views...................................................62
Creating Views..................................................................63
Setting Rules for Views......................................................65
Exercises..........................................................................68

Creating & Managing Indexes................................................70
Understanding Indexes......................................................71

PostgreSQL Index Types................................................73
Creating Indexes...............................................................75
Indexes on Expressions.....................................................77
Partial Indexes..................................................................78
Exercises..........................................................................79

Transactions and Concurrency...............................................81
Transactions.....................................................................82

Page 2 of 273



11010 Lake Grove Blvd, Ste 100-307  Morrisville, NC  27560  Phone: 919.463.0999  Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2015 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

PostgreSQL Administration

Transaction Isolation.........................................................83
Managing Database Privileges................................................86

PostgreSQL Roles..............................................................87
User Roles........................................................................89
Altering User Roles............................................................90
Other Role Properties........................................................93

Role Examples..............................................................95
Assigning Users to Roles....................................................96
Understanding Role Access................................................97
Exercises..........................................................................99

Access Control with GRANT.................................................101
The GRANT and REVOKE Statements...............................102
GRANT Options...............................................................103
Granting Column Level Privileges......................................106
Default Privileges............................................................107
Global Grants on a Schema..............................................110
Exercises........................................................................111

PostgreSQL's Data Organization...........................................113
PostgreSQL Storage.........................................................114
Managing Table Space Usage...........................................118

PostgreSQL Table Information......................................120
PostgreSQL Log Directories..............................................122

Other Directories.............................................................123
Managing PostgreSQL Clusters.........................................127
Exercises........................................................................129

Creating & Managing PostgreSQL Clusters, Tablespaces & 
Databases..........................................................................132

PostgreSQL Tablespaces..................................................133
Using CREATE TABLESPACE.............................................134
Where Objects Go...........................................................136
Using CREATE DATABASE................................................138
Exercises........................................................................142

PostgreSQL Schemas...........................................................144
The Schema....................................................................145
Managing Schemas.........................................................147
Managing Schema Views.................................................149
Exercises........................................................................152

PostgreSQL Logging............................................................155
Server Log Files..............................................................156
Using CSV-Format Log Output..........................................159
Configuring When to Log Messages..................................161
Configuring What to Log..................................................166
Changing Settings...........................................................171
Exercises........................................................................173

Page 3 of 273



11010 Lake Grove Blvd, Ste 100-307  Morrisville, NC  27560  Phone: 919.463.0999  Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2015 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

PostgreSQL Administration

Backup and Recovery..........................................................175
Backup using pg_dump...................................................176
Using pg_dumpall...........................................................181
Restoring Files with pg_restore and psql...........................183
Performing File-Level Backups..........................................185
Using pg_basebackup......................................................186
Exercises........................................................................189

Upgrading PostgreSQL.........................................................191
Upgrade Methods............................................................192
Using the pg_upgrade Module..........................................194

Continuous Archiving and Point in Time Recovery (PITR).......197
PostgreSQL Write-Ahead Logs..........................................198
Making a Base Backup.....................................................202
Recovery Using A Continuous Archive Backup...................204
Exercises........................................................................208

Server Monitoring & Performance Tuning..............................210
Understanding BGWRITER & Shared Buffers.....................211
Server Configuration Variables.........................................214
Query Optimizer Parameters............................................217
Gathering Performance Statistics......................................221
Disk Performance Tuning.................................................223
Server Information..........................................................224

PostgreSQL Visibility Maps...............................................226
Using The Auto-Vacuum Daemon.........................................227

About Auto-Vacuum........................................................228
Exercises........................................................................233

Improving Network Performance with PgBouncer..................234
About PgBouncer............................................................235
Pooling Modes.................................................................236
Downloading & Installing PgBouncer................................237
Configuring PgBouncer....................................................238

Configuration Database Parameters..............................239
Configuring PgBouncer General Parameters..................242
Setting Logging Parameters.........................................245
Other Configuration Parameters...................................246

Creating an Authorization File..........................................248
Launching & Managing PgBouncer...................................249
Exercises........................................................................250

Enabling Hot Standby (Replication)......................................252
About Hot Standby..........................................................253
Configuring Recovery.conf for Hot Standby.......................254
Allowing Connections from Standby Nodes........................256
Enabling Hot Standby Mode on the Secondary..................257
Starting the Secondary Node...........................................258

Page 4 of 273



11010 Lake Grove Blvd, Ste 100-307  Morrisville, NC  27560  Phone: 919.463.0999  Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2015 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

PostgreSQL Administration

Configuring Standby Limits..............................................259
Enabling Synchronous Replication....................................260

Replication Tuning Settings..........................................262
About the WAL Sender................................................266

Other Hot Standby Notes.................................................268

Monitoring Replication.....................................................269
Using pg_prewarm..............................................................270
Questions?..........................................................................271

Where to Get Help..........................................................272
The Payroll Database Structure........................................273

Page 5 of 273


