
One Copley Parkway, Suite 210 • Morrisville, NC  27560 • Phone: 919.463.0999 • Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2010 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

Installing & Managing Nagios

Table of Contents
Introduction to Nagios............................................................................5

Overview............................................................................................6
Common Use Cases...........................................................................8
Features and Functionality.................................................................9
Licensing Restrictions......................................................................10

Installing Nagios...................................................................................11
Installation Procedure......................................................................12
Installing via RPM...........................................................................14
Accounts & Security........................................................................16
Creating Files & Directories............................................................18
Installing Nagios from Source.........................................................19
Installing Nagios Plugins.................................................................22
Configuring Nagios to Start on Boot...............................................23
Configuring the Web Interface........................................................24
Exercises..........................................................................................26

Creating & Understanding Nagios Configuration................................27
Understanding nagios.cfg................................................................28
Exercises..........................................................................................30
Configuration File Format...............................................................31
Configuring the Web Interface........................................................32
Determining the File Structure.........................................................40

Understanding Nagios Objects........................................................42
Nagios Contact and Contactgroup Objects...........................................44

The Contact Object..........................................................................45
Contact Example.........................................................................49
Notification Options....................................................................50

The contactgroup Object..................................................................52
Exercises..........................................................................................54

Nagios Timeperiod Objects..................................................................56
Defining Time Periods.....................................................................57

A Timeperiod Example...............................................................59
Exercises..........................................................................................60

Nagios Macros......................................................................................61
About Macros..................................................................................62
User-defined Macros........................................................................63
Contact Macros................................................................................65
Host Macros.....................................................................................67
Service Macros.................................................................................74
Summary Macros.............................................................................80
Date/Time Macros...........................................................................83
Notification Macros.........................................................................85
Group Macros..................................................................................87

Page 2 of 196



One Copley Parkway, Suite 210 • Morrisville, NC  27560 • Phone: 919.463.0999 • Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2010 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

Installing & Managing Nagios

Nagios Command Objects....................................................................89
Creating Command Objects.............................................................90
Exercises..........................................................................................93

Common Nagios Terms........................................................................94
Soft and Hard States........................................................................95
Flapping...........................................................................................97
Active vs Passive Checks.................................................................98
Obsessive Commands......................................................................99
Freshness........................................................................................100
State Stalking.................................................................................101
Event Handlers...............................................................................103

Host Objects.......................................................................................104
About Host Objects........................................................................105

Host Object Example................................................................114
Defining Host Groups....................................................................115
Exercises........................................................................................117

Creating Service Objects....................................................................118
About Service Definitions.............................................................119
Creating the Service Object...........................................................120

Service Object Example............................................................126
Configuring Service Group Objects...............................................127
Exercises........................................................................................129

Adding Dependencies.........................................................................131
Host Dependencies.........................................................................132

Service Dependencies....................................................................135
Escalations..........................................................................................137

Host Escalations.............................................................................138
Sample Host Escalation.............................................................140

Service Escalations........................................................................141
Exercises........................................................................................143

Managing & Configuring Plugins......................................................144
The Plugin Model..........................................................................145
Downloading & Installing Plugins................................................146

Monitoring Common Services............................................................148
Monitoring a Web Server...............................................................149
Exercises........................................................................................150
Monitoring SMTP Servers.............................................................151
Exercises........................................................................................152
Monitoring IMAP & POP..............................................................153
Monitoring PostgreSQL & MySQL..............................................154
Exercises........................................................................................155

Monitoring Hosts Remotely...............................................................156
Monitoring Switches & Routers....................................................157
Monitoring Host Internal Status....................................................158
Remote Monitoring........................................................................160

SSH Key Based Authentication................................................161
Using the check_by_ssh Plugin.....................................................163

Exercises...................................................................................164

Page 3 of 196



One Copley Parkway, Suite 210 • Morrisville, NC  27560 • Phone: 919.463.0999 • Fax: 866-229-3386
www.opentechnologygroup.com

Copyright ©2004-2010 Open Technology Group, Inc.® All rights reserved.
Copying all or part of this manual, or distributing such copies, is strictly prohibited.

Installing & Managing Nagios

Windows Monitoring..........................................................................165
Monitoring Windows Hosts...........................................................166
Installing NSClient++....................................................................167
Configuring NSClient++................................................................168
Configuring check_nt....................................................................171
Verifying that NSClient++ is Running..........................................173
Monitoring Uptime........................................................................175
Monitoring CPU Loads..................................................................176
Monitoring Memory......................................................................177
Monitoring Disk.............................................................................178
Monitoring a Service.....................................................................179
Monitoring a Process.....................................................................180

Exercises........................................................................................181
Leveraging Passive Checks................................................................182

Passive Checks...............................................................................183
Generating CRITICAL Errors for Passive Checks........................185
The Nagios Service Check Acceptor.............................................186

Nagios and SNMP Services................................................................187
Install NET-SNMP........................................................................188

Generating SNMP Traps...........................................................189
Other SNMP Tools........................................................................192

Creating Custom Plugins....................................................................194
About Plugins................................................................................195
Exercises........................................................................................196

Page 4 of 196


